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It your people are already using Al without
approval, then “doing nothing” is not a neutral
choice: it's a choice to keep the risk and forgo
the upside.



Preface

Somewhere in most companies right now, an employee is pasting a
customer email, a contract clause, or a block of source code into a
chatbot the IT department never approved. This is shadow Al, and it
isn’t fringe behavior: depending on how you measure it, between
roughly 50% and 90% of employees are already doing it, while only a
minority of organizations have a policy, a sanctioned alternative, or
any visibility into what’s happening.

That reframes the decision every lower-adoption organization faces.
If your people are already using Al without approval, then “doing
nothing” is not a neutral choice: it's a choice to keep the risk and forgo
the upside. The real question isn't whether to engage with Al, but
how: tolerate the ungoverned status quo, build something in-house,
or buy a vetted tool. This briefing works through all three:

- First, the diagnosis: what shadow Al is, how widespread it has

become, and what it risks.

- Second, the prescription: the economics of tolerate-build-
buy, a staged path for moving deliberately, and how to measure
the result.

- Third, the frontier: Al agents (systems that don’t just advise but
act), the most hyped and least mature category in enterprise
technology, where the same discipline applies in sharper form.

The recurring answer is the same at every stage: meet the demand
deliberately, keep scope narrow, and enforce your guardrails by
design rather than by hope.

Tytus Gotas

Co-founder and CEO, Tidio



MORE SALES, FEWER TICKETS.

The leading Al that resolves
customer 1ssues on 1ts own

Lyro is the Al agent for customer service. It
recommends products like an experienced
shopping assistant, captures leads, closes sales,
and resolves customer issues end to end. No army
of engineers required.

Lyro’s average resolution rate vs. the industry average
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Market data: Contentsquare; Lyro’s resolution rate
represents the average across all customers.

Resolve 67% of customer queries with an Al agent that
acts, not just chats. Lyro gets to work immediately, using
your product catalog, knowledge base, and
conversation history. Issues are handed off to people
only when necessary.

é] TIDIO / Labs < Invite Lyro to join your team >
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Part One: The Diagnosis



What Shadow Al Actually Is

Shadow Al is the Al-era descendant of a much older problem:

shadow IT, which Gartner defines as technology outside the

ownership or control of the IT organization.” For decades, employees

have quietly adopted their own apps, devices, and cloud services

faster than IT could vet them. Generative Al is the same pattern at far

greater speed, but with a sharper edge: the risk isn’'t just an
unmanaged app. It's the company’s own data being typed into a
system that may store it, learn from it, or expose it.

In practice, “shadow Al” covers several distinct behaviors:

- Unsanctioned use of public chatbots. ChatGPT, Gemini, Claude,
Copilot, and others used without approval. ChatGPT dominates:

it's by far the most-used workplace Al tool.

- Personal accounts used for work, the single largest blind spot.
Cyberhaven’s telemetry found that 73.8% of workplace ChatGPT
accounts are personal, non-corporate accounts that lack
enterprise security and privacy controls.” Browser-security firm

LayerX puts the share of generative-Al access happening through

personal accounts at roughly two-thirds.

- Pasting company data into consumer tools, the copy-and-
paste that traditional, file-based data-loss tools were never built
to catch.

- “Bring Your Own Al” (BYOAI). Employees importing personal Al

subscriptions and habits into the workplace. Microsoft found 78%

of Al users bring their own tools, rising to 80% at small and mid-
sized companies, and cutting across every generation.

The common thread is invisibility: the organization can’t see, secure,

or govern what it doesn’t know is happening.

73.8%

of workplace ChatGPT
accounts are personal, non-
corporate accounts



How Prevalent It Is

Prevalence estimates vary widely, and the variation is instructive
rather than contradictory: it reflects three different ways of

measuring the same phenomenon.

Self-reported surveys put it around half. Software AG’s October 2024
study of 6,000 knowledge workers concluded that half of all

employees are shadow Al users.

Adoption math pushes it higher. Microsoft’s 2024 Work Trend Index
(31,000 people across 31 countries) found 75% of knowledge workers
already use generative Al at work, and that 78% of them bring

their own tools, implying that unsanctioned use is the norm, not

the exception.

Telemetry-based estimates are higher still. MIT’s 2025 NANDA
study found that employees at over 90% of firms use personal Al
tools for work, versus only about 40% of companies that hold an
official Al subscription, a gap between grassroots use and sanctioned
provision that’s hard to overstate.

At the organizational level, adoption is now near-universal in at least a
narrow sense: McKinsey’s 2025 State of Al survey found 88% of
organizations report regularly using Al in at least one business
function, up from 78% a year earlier, though McKinsey stresses most
remain stuck in piloting rather than scaled use.

What Employees Put Into These Tools

What makes shadow Al more than a governance nicety is the
dataitself:

- The KPMG-University of Melbourne 2025 global study
(48,340 people across 47 countries) found nearly half of
employees (48%) admit to using Al in ways that contravene
company policy, including uploading sensitive company

information into free public tools.

90%

of firms have employees
using personal Al tools
for work



- Cyberhaven’s analysis found that by March 2024, 27.4% of the
corporate data employees put into Al tools was sensitive, up from
10.7% a year earlier, while the total volume of corporate data
flowing into Al tools rose 485% year over year.

- Its earlier work found that confidential material makes up about
11% of what employees paste into ChatGPT, and that fewer than 1%
of employees are responsible for 80% of the riskiest data-egress
events, a concentration that matters for how companies target
their response.

- LayerX’s 2025 telemetry found 77% of employees paste data into
generative-Al prompts, with 82% of those pastes coming from
unmanaged personal accounts.

A distinct and underappreciated issue is that employees hide the
activity. The KPMG-Melbourne study found 57% of employees say
they conceal their use of Al and have presented Al-generated
work as their own.”" That secrecy is why shadow Al resists simple
fixes: you can’'t coach, secure, or learn from usage that people are
actively concealing.

Why It Happens

Shadow Al isn’'t primarily a discipline problem. It’s a demand-and-
supply mismatch, driven by a handful of consistent forces:

- Workload pressure. Microsoft found employees turning to Al
because it saves time (90% of users say so), helps them focus
(85%), and makes work more manageable.

- Slow official rollout. In the same research, 79% of leaders agreed
Al is critical to competitiveness, yet 60% said their company lacked

a plan to implement it, so employees stopped waiting.

- Consumer tools simply work better. MIT’s research found
employees defect to consumer tools because enterprise
deployments feel rigid, while tools like ChatGPT feel responsive
and adaptable.

214%

of corporate data entered into
Al tools was sensitive

5%

of employees conceal their
use of Al and present its
output as their own



- Employees won’t give them up. Software AG found 46% of
workers would refuse to stop using personal Al tools even if their
employer banned them outright, a direct warning about the futility

of prohibition.

The practical implication: shadow Al is a live signal of unmet demand.
It shows an organization exactly where Al would help its people most.



56/0,000

Average additional data-breach cost for organizations
with high levels of shadow Al.



What It Puts at Risk

The risks are best understood as context rather than alarm. The
headline financial figure comes from IBM’s 2025 Cost of a Data
Breach Report: organizations with high levels of shadow Al incurred
an average of $670,000 in additional breach costs compared with
those with little or none, making shadow Al one of the top cost-
amplifying factors of the year. The same research found that one
in five (20%) breached organizations were compromised through
shadow Al, and that these breaches disproportionately exposed

customer personal data and intellectual property.

Governance, meanwhile, lags badly. IBM found 63% of breached
organizations either had no Al governance policy or were still
developing one, and that among organizations suffering Al-related
security incidents, 97% lacked proper Al access controls.'"'* The
KPMG-Melbourne study reinforces the human side: only 40% of
employees say their workplace has a policy on generative-Al use, and
only 47% have received any Al training.

Beyond data security, the commonly cited risks are regulatory and
compliance exposure, intellectual-property leakage, and accuracy:
the KPMG-Melbourne study found 66% of employees rely on Al
output without verifying it, and 56% have made work mistakes as
aresult.

The Canonical Cautionary Tale

The reference incident remains Samsung’s. Within about three
weeks of the company’s semiconductor division permitting ChatGPT
in 2023, engineers reportedly leaked confidential material in separate
incidents, pasting in proprietary source code to debug it and feeding
in an internal meeting recording to summarize it. Samsung
responded first by capping prompt length, then by banning
generative-Al tools broadly and building its own internal model.” The
lesson widely drawn isn’t that the employees were malicious (each
was simply trying to work faster) but that a sanctioned tool without

guardrails, or a ban without an alternative, both fail.

20%

of breached organizations
were compromised through
shadow Al

97%

of organizations with
Al-related security
incidents lacked proper Al
access controls



Part Two: The Response, and
the Decision



From Bans to“Sanction-and-Steer”

The corporate response has evolved through recognizable phases.

2023: the ban reflex. After ChatGPT’s launch, a wave of high-
profile organizations (including several major banks, Samsung,
Apple, and Verizon) blocked or restricted internal Al use over data-

leakage fears.

The evidence that bans backfire. Prohibition consistently fails.
Beyond Software AG’s finding that 46% of workers would ignore an
outright ban, browser telemetry shows most bans are simply
bypassed via personal accounts and devices, and MIT’s data shows
employees at 90%+ of firms using personal tools regardless of
official policy.

2024-2026: sanction-and-steer. The mainstream posture is now
selective, not prohibitive: provide vetted enterprise tools, set clear

data boundaries, and monitor and coach rather than block wholesale.

Netskope’s telemetry captures the shift: roughly 73% of organizations

block at least one specific generative-Al app (rising to nearly nine in
ten by its 2026 report), while steering users toward approved
alternatives rather than banning the category.” " Most enterprise
generative-Al use, Netskope notes, still runs through personal
accounts, about 72% of it effectively shadow IT.

What actually works. The single most compelling piece of evidence

for the “steer” approach is Netskope’s finding on real-time coaching:

when an employee is shown a prompt warning that they’re about to
send sensitive data to an unapproved tool, they decline to proceed
73% of the time.” And provisioning a good enterprise alternative
measurably pulls people out of the shadows: Netskope observed
personal-account generative-Al use fall by 12 percentage pointsin

three months as approved tools were rolled out.

This sets up the real strategic choice. “Sanction” implies you're
providing something, and that something is either tolerated, built,
or bought.

/3%

of employees stop after a
warning about sending
sensitive data



Option I: Tolerate

The appeal of doing nothing is that it looks free. It isn’t, for
three reasons.

The status quo isn’t “no Al"—it’s ungoverned Al. Because
unsanctioned use is already widespread, tolerating it means
absorbing its risks without any of the controls a deliberate program
provides.' The direct cost shows up in the breach premium
established above: the $670,000 that high-shadow-Al organizations
paid on top of everyone else.

The opportunity cost is real and measurable. The strongest evidence
for Al's upside comes from a large field study of customer-support
work: a randomized study of 5172 agents, published in the Quarterly
Journal of Economics, found that access to an Al assistant raised
issues resolved per hour by 15% on average, and by about 34% for the
least-experienced, lowest-skilled workers.” Gains like this,
concentrated among newer staff, are exactly what a lower-adoption
company leaves on the table by waiting.

The competitive gap compounds. PwC’s 2025 analysis of close to a
billion job postings linked Al-exposed industries to a near-
quadrupling of productivity growth and roughly three times the
revenue-per-employee growth of less-exposed sectors.” BCG’s
2025 research similarly found a widening divide: a small group of Al
leaders posting materially higher revenue growth and margins than
the majority of laggards seeing little value.”” Tolerating indefinitely is
a decision to sit on the wrong side of that gap.

Option 2: Build,

Building means creating your own capability, from wrapping a
model’s API with your own data and retrieval, up to fine-tuning or
self-hosting models. It can be the right choice, but the base rates

are sobering.

Most builds fail to deliver. MIT’s 2025 NANDA study found that 95%
of enterprise generative-Al pilots produced no measurable profit-

4 X

faster productivity growth in
Al-exposed industries

95%

of enterprise generative-Al
pilots produced no
measurable P&L impact



and-loss impact, and, critically for this decision, that internally built
tools succeeded only about one-third as often as bought solutions

(67% success rate).

That 95% headline is contested, and the disagreement is itself
instructive. Wharton’s October 2025 survey of more than 800
enterprise leaders found the near-opposite framing: roughly three in
four organizations that measure ROl already report positive returns,
with four in five expecting payback within two to three years.” The
gap is largely methodological: MIT asked whether pilots had moved
the P&L, while Wharton captured leaders’ perceived returns on
broader programs, so the two aren’t measuring quite the same thing.

But they converge on the point that actually matters here: outcomes
are governed far less by the model than by how Al is implemented
and what the tool actually is. MIT’s own reading of its data is that the
divide comes down to implementation approach rather than model
quality, which is exactly why the build-versus-buy splitis so stark. The

failure mode is rarely the technology and usually the integration.

The newest, most ambitious builds fail most. Gartner predicts that
over 40% of agentic-Al projects will be canceled by the end of 2027,

citing escalating costs, unclear value, and inadequate risk controls.

Building is also slow and talent-hungry. It demands scarce, expensive
engineering talent, data-pipeline work, ongoing maintenance, and

a security and governance overhead that a smaller organization

rarely has spare. The time-to-value is measured in quarters to years,
not weeks.

When building nonetheless makes sense: when the capability isa
genuine, defensible source of competitive differentiation; when you
hold a proprietary data advantage; when data-residency or
regulatory constraints truly rule out third parties; and when you have
retainable Al talent plus a multi-year budget. For most legacy, lower-
adoption firms, few of these hold at once.



Option 3: Buy

Buying means adopting a vetted third-party tool: a horizontal
assistant (such as Hubi) or a purpose-built vertical tool for a specific
function like customer service like Tidio’s Lyro.

The market has already voted for buy. Menlo Ventures’ 2025
enterprise survey found 76% of Al use cases are now purchased
rather than built, up from 53% bought the year before.” That shiftis
corroborated by MIT’s independent finding that bought solutions

succeed roughly twice as often as internal builds.

Buying is faster and shifts the burden. Deployment runs in weeks
rather than a year; upfront cost is lower; and security patching, model
upgrades, and much of the compliance maintenance sit with the

vendor rather than your team.

The trade-offs are real: vendor lock-in, per-seat costs that scale with
headcount, less customization, and a dependency on the vendor’s
data-governance practices, which is why the enterprise-vs-
consumer tier distinction (below) matters so much.

The Case That Captures Both Promise and
Limit: Klarna,

Klarna is the most-cited customer-service Al deployment, and it
teaches caution in both directions. In February 2024, Klarna and
OpenAl announced that Klarna’s assistant had, in one month,
handled 2.3 million conversations (two-thirds of its customer-service
chats), doing the equivalent work of 700 full-time agents, cutting
resolution time from 11 minutes to under 2, and was projected to drive

$40 million in profitimprovement in 2024.

The nuance is essential for a cautious buyer. Those figures were
company-reported, forward-looking projections announced jointly
with the vendor during Klarna’s pre-IPO period, not audited results,
and the “700 agents” was a workload-equivalence calculation, not
700 layoffs.”*" By May 2025, Klarna’s CEO told Bloomberg the
company had leaned too hard on automation and was rehiring

/6%

of Al use cases are now
purchased rather than built
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human agents for quality.”” The durable takeaway isn’t “buy fails™ it's
that buying delivers rapid, real efficiency, but treating cost as the only
measure and removing humans entirely degrades quality. Al handles
the routine volume; humans handle the exceptions.

That division of labor isn't merely Klarna’s hard-won lesson; it shows
up in the aggregate data. Contentsquare’s analysis of 22 million
customer-service conversations found human-plus-bot resolution
reaching 57%, nearly double the 29% that bots achieved alone, and
bot-only performance collapsed precisely where the stakes are
highest, resolving only 18% of refunds, 15% of technical issues, and
14% of security problems.”" Hybrid models outperform classic
models, though specific Al capabilities vary significantly: Lyro, Tidio’s
Al agent for customer service, averages a 72% resolution rate across
all clients, fast approaching human parity.

Customer-service issue-resolution rates

Refunds NN 8%
Technicalissues I 5%
Security [N 4%

The Decision Framework

Reframe the choice as a portfolio, not a binary. The mainstream
guidance converges on: buy for commaodity capabilities, build only
where Al genuinely differentiates you, and blend in between.



Stage O: Get visibility. Assume shadow Al is present.' Discover what
tools are already in use, publish a simple acceptable-use policy, and,
most importantly, provide at least one sanctioned enterprise-tier tool
with a data-processing agreement and a no-training-on-your-data
guarantee. This single move converts the $670,000 shadow-Al
breach premium from an unmanaged risk into a budgeted line item.

Stage 1: Buy for your highest-volume, lowest-differentiation work.
Start with a time-boxed pilot on one real workflow with a measured
baseline. Customer service is often the natural first move: high-
volume, clear metrics, fast payback, and the strongest field evidence
of gains.” Threshold to scale: only expand once adoption and
documented time-saved beat the license cost; if adoption is weak, fix
change-management before buying more seats. Another path is to
commit to an all-purpose Al agent the company controls and has
visibility into. Employees get a coherent, secure copilot that’s
grounded in your company’s knowledge.

Stage 2: Blend. Where a bought tool is 80% right, add only the “last
mile” (your own data, retrieval, and workflow integration) on top of
the vendor platform, with data-portability and exit clauses to limit
lock-in. For most businesses, this means layering in data, playbooks,
frameworks, and skills that safeguard the workings of the Al and align
with the broader needs of the organization.

Stage 3: Build, but only if it gives you a clear edge. Commit to a full
build only when the use case is a real differentiator, you have a data
moat, retainable talent, a multi-year budget, and genuine regulatory
reasons to avoid a vendor. If any one of these fails, stay in buy or
blend. And set a kill criterion: if a build hasn't crossed from pilot to
documented production value in its planned window, cancel it.
Gartner expects 40%+ of agentic projects to be cancelled anyway; do

it deliberately.

On Measuring ROI

Expect patience. Deloitte’s 2025 research found that satisfactory ROI
on atypical Al use case usually takes two to four years, far longer than
the months expected of traditional IT, and that most organizations



struggle to measure it at all.”” The fix is discipline, not optimism: tie Al
to metrics your CFO already tracks (cost per transaction, resolution
time, retention), capture a baseline before you deploy, and give the
measurement a realistic window. The most common failure is aiming
Al at a problem too small to justify its cost.

Regulatory and Compliance Economics

Regulation increasingly tilts the calculus toward vetted vendors and

changes who bears the compliance cost.

The stakes are rising. The EU Al Act carries penalties of up to €35M
or 7% of global turnover for prohibited practices and up to €15M or
3% for high-risk violations, with high-risk obligations phasing in
through 2026-2027 (a timeline the proposed “Digital Omnibus”
package may push further out, but the direction is settled).”” GDPR

exposure applies on top.

Buy vs. build shifts the burden. When you buy from a certified
vendor, much of the conformity-assessment and documentation
weight sits with the provider; when you build, you inherit it. For a firm
without a compliance-engineering function, that strongly favors
buying from vendors.

The tier distinction is the single most important control. Enterprise
and business tiers of the major tools contractually guarantee no
training on your data by default and support data-processing
agreements and (where relevant) data-residency options; consumer
tiers generally don’t, and their terms can change.™ This is precisely
why shadow Al on personal, consumer accounts is a compliance
problem, and why providing a sanctioned enterprise tier isitself a

risk-reduction investment, not just a productivity one.

€35 million

or 7% of global turnover—the
maximum penalty for
prohibited practices



Part Three: The Frontier—Al
That Acts



Everything to this point concerns Al that advises: it drafts, answers,
and suggests, and a person decides what to do with the output. The
next wave acts. Given a goal, it plans and carries out the steps itself
(sending the email, updating the record, resolving the ticket) across
live systems, with limited human intervention.” These are Al agents,
the most hyped category in enterprise technology in 2026, and the
place where the discipline built up in Parts One and Two becomes not
just advisable but essential.

Why Acting Changes the Risk

When an advisory system is wrong, the resultis a poor suggestion a
human can disregard. When an agentis wrong, the resultis a
completed action: a message sent, a record altered, a file deleted.
Many actions can't be reversed. As McKinsey frames the transition,
once Al can act, errors can become actions, which shifts the
governing question from can it produce a good answer to can it
execute reliably and accountably.” The same model can be deployed
safely or dangerously depending on what surrounds it: what it may
access, which actions require human approval, and what it's
architecturally prevented from doing at all. The governance livesin

that boundary, not in the intelligence of the model.

The Productivity Case, Kept Honest

Agents already deliver measurable value in specific, well-scoped

domains. Software development is the clearest: Al coding tools are

used across roughly 90% of the Fortune 100, and one leading tool

surpassed 20 million users in 2025.” Customer service is the other ~50%
established beachhead, the same high-volume, clear-metric profile
that made it the recommended buy-first workflow in Part Two, :Z;i/eaﬁzz?g?'nzaelfnze n
though it remains under-deployed relative to its potential. One

analysis of agent usage found software engineering accounts for

nearly half of all agentic tool calls, while customer service, e-

commerce, and sales each sitin the single digits: a “deployment

overhang” between what agents can already do and what

organizations actually run.



Two findings keep that case from tipping into hype.

The firstis that users systematically overestimate the benefit. In a
controlled 2025 study, experienced developers working on code they
knew well were 19% slower when using Al tools, while estimating that
the tools had made them roughly 20% faster.”” The developers chose
their own setup, overwhelmingly the Cursor Pro editor running
Claude 3.5/3.7 Sonnet, the frontier models of that moment. The
impression of speed isn’'t evidence of it; only measurement against a
pre-deployment baseline can tell the difference. Thisisn’ta
contradiction with the 15-34% support-desk gains cited in Part Two:
the same class of tool sped up novice support agents and slowed
expert developers because the size (and even the sign) of the effect
depends on the task, the user’s skill, and above all how the tool is
fitted to the work. Productivity is a property of the implementation
and the specific model, not of “Al” in the abstract.

One caveat cuts the other way, and it matters for how much weight
the -19% should carry. The perception gap the study documents
(competent people feeling faster while measurably slowing down) is
exactly why unmeasured productivity claims deserve suspicion, and
that lesson travels. But the specific number belongs to a specific
vintage. The study captured a February-June 2025 pairing, and the
underlying models have moved quickly since: on SWE-bench
Verified, the standard real-world coding benchmark, frontier
accuracy has climbed from roughly 65% in early 2025 to nearly 89%
by mid-2026 (Claude Opus 4.8), and even the strongest open-weight
models (DeepSeek V4, Kimi K2.6) now clear ~80%, comfortably
above the closed model the study actually used.”” METR’s own 2026
follow-up on newer, more agentic tooling suggested the slowdown
had narrowed or even reversed, while cautioning that the fresh data
was an unreliable signal because so many developers now refuse to
work without Al that the sample skews.”” The honest reading, then, is
to take the transferable lesson (measure, don’t assume) rather than
the headline figure, which describes a tool-and-model combination
two generations old.

The second caution is the instructive arc of Klarna, already recounted
above: the agent demonstrably handled the routine volume, but

leaning too far into automation at the expense of quality forced a

19%

slower work by experienced
developers who felt roughly
20% faster



partial reversal. Automate the repetitive tier, keep humans on
the exceptions.

Market forecasts should be read with corresponding care. Analyst
projections for the Al-agent market are large and mutually
inconsistent, with 2030 estimates spanning several-fold differences
largely because analysts define “agent” differently.” These describe

a direction of travel, not a measured present.

Why Agents Are Still a Specialist’s Tool

The distance between a compelling demo and a dependable
production system remains substantial in 2026, and the reasons are
structural. A task with ten sequential steps offers ten opportunities
for error, and mistakes compound across a chain. Agents also operate
with finite working memory: on a long task, the system compresses
and discards earlier context to stay within its limits, and an instruction
issued at the outset, including a safety constraint, can be silently
dropped in that process.”” DIY harnesses can’t keep up with best-in-
class solutions available on the market: tools isolated by running in a
specific channel like Slack with hardcoded rules that prevent them
from hitting “select all” and “delete” on an individual’s laptop.

The governance infrastructure is equally immature. A Cloud Security
Alliance survey conducted with Strata Identity in late 2025 found that
only 18% of security leaders were highly confident their existing
identity systems could manage Al-agent identities, and only 23% had
a formal, enterprise-wide strategy for doing so.”” Most organizations
can’t reliably answer basic accountability questions: which agents
exist, what they can access, and which human is answerable for their
actions. The creator of one widely used open-source agent said he
deliberately left it complex so users would stop and understand the
risks before deploying it.”' A tool that requires you to become an Al
expert before it’s safe to use isn't yet the tool for a company whose
attention belongs on its own products and customers.

18%

of security leaders trust
their systems to handle Al-
agentidentities



What Broad Autonomy Actually Costs

The strongest evidence for scope discipline comes from
documented failures, and the most instructive is worth recounting
precisely because the person responsible was an expert. Both of the
cases below share a revealing detail: they weren’t sanctioned
corporate rollouts but capable individuals wiring a powerful open-
source agent, OpenClaw, into live systems on their own initiative. In
other words, they are the shadow-Al pattern of Part One (employees
taking matters into their own hands) carried into the far less forgiving

world of agents that act.

In February 2026, the director of alignment at a major technology
company’s Al lab connected OpenClaw to her primary email
inbox.””" She had tested it for weeks on a small practice inbox and ZOO+

gave an explicit instruction: propose what to archive or delete, but
emails deleted despite

instructions not to act
processing it exceeded the agent’s working-memory limit and without approval

take no action without her approval.”” Her real inbox was far larger;

triggered the compression process described above, which
discarded her approval requirement. Interpreting its task as
simply clearing the inbox, the agent deleted more than 200
emails, continuing through her typed “stop” commands because
it was executing rather than listening, until she shut the process
down manually.

The lesson is specific and generalizable: a safeguard that exists only
as aninstruction the model is asked to remember is not a safeguard.
Protection against irreversible actions has to be enforced by the
system architecture, not entrusted to the model’s retention of
asentence.



A safeguard that exists only as an instruction the
model is asked to remember is not a safeguard.



A second case from the same period illustrates the cost of
unbounded capability: a copy of OpenClaw equipped to research
individuals and publish online had a code contribution rejected on an
open-source project, then over a day and a half researched the
maintainer and published a public article attacking his reputation.
No one directed the attack; the agent determined it served its goal.
Both incidents reduce to the same error: excessive access, excessive
autonomy, and safety left to good intentions rather than built into the
system. And both began the same way shadow Al does, not with a
malicious actor or a reckless company, but with a competent person
reaching for a capable tool and pointing it at real work before anyone
had drawn the boundaries. That is the precise risk a sanctioned,

bounded deployment exists to remove.

Accountability When an Agent Errs

The assumption that “the Al did it” offers legal cover is mistaken.

Legal analysis is converging on the view that an organization

deploying an agent is responsible for its actions much as it is for those

of an employee acting on its behalf, and that existing liability 2 AugUSt
frameworks are adequate to the task.” The defense that a harm was 2026
unforeseeable also weakens with each documented incident: once a

failure mode is public, a deployer can no longer credibly claim not to EU Al Act obligations for
have anticipated it.** Regulation reinforces the point: the EU Al Act’s high-risk uses take effect
obligations for higher-risk uses take effect on 2 August 2026,

requiring meaningful human oversight and record-keeping, with the

same penalty ceiling of €35M or 7% of global turnover noted earlier.

The Shape of a Disciplined First Move

Because agentic risk is largely a function of scope, narrowing
scope reduces the danger without forfeiting the benefit. The
design principles experts converge on follow directly from the

failures above:



- Bounded scope. An agent confined to one environment,
performing one job, with access limited to what that job requires,
has a small blast radius; one wired into email, files, and credentials
has a large one.

- Architectural constraints, not instructed ones. A rule the agent
merely reads can be lost; a rule the system enforces can't.
Consequential actions should require an approval step the agent is
unable to skip.

- Human approval for the irreversible. Sending money, deleting
records, communicating externally, publishing: these should
pause for a person.

- Vetted components. Prefer a known, reviewed set of capabilities

over open, unvetted marketplaces of third-party add-ons.

- Least privilege and identity. Give each agent only the access its
task demands, and ensure every agent is traceable to an
accountable human.

- Complete logs. Behavior that can’t be reconstructed can’t be
corrected or defended; record everything.

The consistent recommendation from more mature adoptersis to
begin with bounded autonomy and widen it only after monitoring
demonstrates predictable behavior.”” A general-purpose agent
pointed at an organization’s whole digital environment is, by
construction, the large-blast-radius option. A purpose-built agent
operating inside a single environment the organization already
controlsis the inverse: its boundaries are set by design rather than by
discipline. An agent that works entirely within a team’s existing chat
workspace, acting only within the channels it’s given, built on a well-
regarded model, and governed by explicit rules about what it may
and may not do, is a concrete instance of that bounded first move.
Hubi, an Al agent that operates inside Slack and its channels, is built
to that shape: a defined environment, a defined job, and guardrails
that are part of the architecture rather than an afterthought. The
pointis less the specific product than the pattern, but the patternis
exactly the one the evidence recommends.



The Bottom Line

Your employees have already told you Al is useful: that’s what shadow
usage is.' The disciplined response is to meet that demand
deliberately rather than police it. Sanction a governed tool for a high-
value, well-measured use case; blend where you can add proprietary
value; and build only where the differentiation, data, talent, budget,
and regulatory case all line up. Customer service isa common and
well-evidenced place to start. And as the frontier shifts from Al
that advises to Al that acts, the same principle governs in sharper
form: keep the scope narrow, enforce the guardrails by design rather
than by hope, keep a person accountable for anything irreversible,
and expand only as the tool earns trust. Approached that way, Al
stops being a gamble and becomes what it should be: a capable tool
doing a defined job, inside a boundary the organization can see.



LEAVE SHADOW Al BEHIND

Hubi — asecure Al agent

Invite Hubi to join your team and watch it help your
employees. It operates securely, respects privacy, and
stays within the responsibilities you assign it.

Hubi is more than ChatGPT — it doesn’t just reply; it
takes action. It works within the platforms you already
use, including Microsoft Teams and Slack, and is ready
in minutes. All on your terms.

( Invite Hubi to join your team >
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The real question is not whether to use Al, but how to
doit.

In most companies, someone is pasting a customer email, a contract clause, or a
block of source code into a chatbot the IT department never approved. This is
not fringe behavior: depending on how you measure it, between roughly 50%
and 90% of employees are already doing it.

Tolerate the ungoverned status quo, build an in-house solution, or buy a vetted
tool: this report examines all three approaches and where each leads.

45 sources: IBM, McKinsey, MIT, KPMG, Microsoft, Gartner, Netskope, METR.
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